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Meeting: Audit and governance committee 

Meeting date: Tuesday 26 January 2021 

Title of report: Anti Fraud and Corruption annual report 

Report by: Chief finance officer 

 

Classification 

Open  

Decision type 

This is not an executive decision 

Wards affected 

(All Wards); 

Purpose  

To consult with the committee on the proposed updated Counter Fraud and Corruption Strategy 
2021-2024 and to give an annual report on the key risks within the council and how these are 
being addressed or managed. 

The committee agreed at its meeting on 19 November 2019 that in future there would be an 
annual report presented which gave an overview of the anti-fraud strategy and that the report 
should outline the key risks within the council and how these were being addressed or managed.  

Recommendation(s) 

That: 

(a) the annual report and updated Counter Fraud and Corruption Strategy 2021-2024 
attached at appendix A be reviewed and the committee determine any 
recommendations it wishes to make to ensure the anti-fraud work is maximised. 

Alternative options 

1. There are no alternative recommendations. The report provides a factual annual report in 
accordance with the functions of the committee. 
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Key considerations 

2. The council takes a zero tolerance approach to fraud, bribery and corruption. When offences 
of this nature are identified, appropriate and necessary action is undertaken, including but 
not limited to prosecution. The council must protect public monies. As methods of fraud 
change within society, so must the way in which it is countered. By adapting with new 
emerging technology, we can improve our response, share vital information more effectively, 
and better detect and recover fraud loss. 

 
3. It is generally reported that fraud against financial institutions, government and local 

authorities has seen a dramatic increase in the last decade. There is a significant amount of 
opportunistic fraud on the simple end of the spectrum, but on the complex end, fraud seems 
to have become increasingly more structured and sophisticated.  As prevention and 
detection measures have improved, so have fraudster’s methods and tactics. Compounding 
this complexity is the use of cyber related attacks.  

 
4. Our ambition is to manage the risk of fraud and corruption by following the best ethical 

practises, procedures and principles, therefore maintaining a high level of integrity 
throughout the council. We expect councillors and employees at all levels to lead by example 
to ensure the highest standards are established, maintained and adhered to. Every 
employee has accountability and the responsibility to be vigilant and report any suspicions of 
fraud or corruption through the relevant reporting channels. See page 14 of Appendix A, 
Fraud Response Flowchart. 

5. With this in mind the Council recruited to a new post, a Counter Fraud Specialist (CFS) and 
they started in April 2020, one month after the first lockdown in response to the national 
pandemic, Covid 19, commenced. The role therefore evolved and adapted quickly in 
response to the support measures announced by central government, concentrating on 
minimising fraud and error in providing assistance to businesses affected by the pandemic, 
and this work continues.  

 
6. Specifically in supporting the avoidance of fraud in providing Covid-19 business support 

grants the CFS has joined and used available databases to confirm eligibility to grant 
support. However no system can be completely effective and the council has experienced 
losses resulting from national scams involving fraudulent claims of occupation of business 
premises to obtain grant funding. The CFS has around 200 cases under investigation. A 
summary of the position in relation to all business support grants paid between April and 
December 2020 is provided in the table below:- 

Detail Amount £000 

Grants paid to businesses 62,445 

In relation to fraud, error and non-compliance:-  

Total amount claimed but prevented before payment 346 

Total amount paid but recovered 607 

Total amount of grants paid under recovery action 417 

Totals 1,370 (2%) 
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7. This local pattern of grant recovery is similar to the overall national picture presented by the 

Department for Business, Energy and Industrial Strategy (BEIS). The CFS is supporting the 
National Investigation Service (NATIS), the National Anti-Fraud Network (NAFN), the 
Insolvency Service and BEIS in bringing charges against the individuals involved in making 
fraudulent claims. Recovery work continues at both at a national and local level. 

 
8. As part of building an anti-fraud culture within the Council, the CFS has provided bespoke 

fraud awareness training internally to staff members on an ad hoc basis. A more structured 
approach is being developed and a mandatory on line training module is about to be 
launched. In addition, live intelligence updates and alerts are circulated to relevant 
departments to pro-actively assist in fraud prevention and detection across the organisation. 
The communications team also regularly post fraud alerts directly to the public to raise 
awareness externally. 

 
9. The CFS is currently working on an alternative fraudulent case with another council, due to 

the sensitive nature of the proceeding no detail can be made public at this point in time 
however the value involved directly by this council is minimal. Action to prevention further 
fraudulent claims of a similar nature has taken place and mitigation training has been 
cascaded. Agreed new procedures have been implemented to support senior managers and 
staff. 

 
10. Going forward the CFS is advising on the potential increased risks following the EU exit. 

Fraudsters continually attempt to find new ways of exploiting systems especially where 
changes are made at speed. Having an effective strategy (see Appendix A), training, policies 
and procedures all compliment to minimise exposure to financial losses. Encouraging 
employees to utilise the whistleblowing process where appropriate is also one of the most 
effective ways to detect fraud. The CFS leads on this work. 

 
11. The CFS has pro-actively assisted the Adults and Committees directorate by providing in-

depth knowledge and outlining the available resources for the purpose of fraud prevention 
and mitigation. Further work is being undertaken and the CFS continues to assist this service 
area. By creating a strong anti-fraud culture, acknowledging the dangers through vigorous 
risk assessments, developing training, corroborating effectively and by enhancing our 
internal processes and technology; we can better deter and prevent fraud. In the instance 
where fraud, theft, bribery or corruption are proven, we will ensure that consistent and 
proportionate action is taken, which can lead to prosecution. Furthermore, the council will 
review and strengthen its defences so that we can protect public monies and services to 
local residents.  

 
12. Organised fraud can cross with a range of organisations and services. Effective 

communication and joint working between local authorities and with other agencies, will be 
essential in the ongoing development of the Council’s strategic response. The CFS is an 
active member of the Midland Fraud hub and regularly attends other networking 
opportunities to ensure efficient collaboration to minimise the risk of fraud. 

 
13. The Council are also members of the National Fraud Initiative (NFI). NFI is an exercise that 

matches electronic data within and between audited bodies to prevent and detect fraud. The 
national public bodies included in this exercise are police authorities, local probation boards, 
fire and rescue authorities and all upper tier and districts councils. The Council has a 
statutory responsibility to provide data to the Cabinet Office for the prevention and detection 
of fraud as part of the NFI. The counter fraud function acts as an administration for the NFI 
within the authority and it will continue to utilise and develop the uses of this service.  
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Community impact 

14. As described in the strategy attached at appendix A a crucial element of our response to 
tackling fraud is to pursue fraudsters, recover monies, protect the public and mitigate against 
further risk. Therefore, through a multi-agency approach we will have the capacity and 
capability to prosecute and enforce a culture of zero-tolerance towards fraud which will have 
a positive community impact. 

 
15. This also supports the code of corporate governance principle which states that: 

 
15.1. Implementing good practices in transparency, reporting, and audit to deliver 

effective accountability. Herefordshire Council must ensure that those making decisions 
and delivering services are accountable for them. To support effective accountability the 
council is committed to reporting on actions completed and outcomes achieved, and 
ensuring stakeholders are able to understand and respond as the council plans and 
carries out its activities in a transparent manner. External and internal audit contribute to 
effective accountability. 

Environmental Impact 

16. Herefordshire Council provides and purchases a wide range of services for the people of 
Herefordshire. Together with partner organisations in the private, public and voluntary 
sectors we share a strong commitment to improving our environmental sustainability, 
achieving carbon neutrality and to protect and enhance Herefordshire’s outstanding natural 
environment. 
 

17. Whilst this is a factual annual update so will have minimal environmental impacts, 
consideration has been made to minimise waste and resource use in line with the Council’s 
Environmental Policy, for example by utilising energy efficient methods of communication. 

Equality duty 

18. Under section 149 of the Equality Act 2010, the ‘general duty’ on public authorities is set out 
as follows: 

A public authority must, in the exercise of its functions, have due regard to the need to - 

(a) eliminate discrimination, harassment, victimisation and any other conduct that is 
prohibited by or under this Act; 

(b) advance equality of opportunity between persons who share a relevant protected 
characteristic and persons who do not share it; 

(c) foster good relations between persons who share a relevant protected characteristic 
and persons who do not share it. 

19. The public sector equality duty (specific duty) requires us to consider how we can 
positively contribute to the advancement of equality and good relations, and demonstrate 
that we are paying ‘due regard’ in our decision making in the design of policies and in the 
delivery of services. As this is a factual update, we do not believe that it will have an 
impact on our equality duty. 

Resource implications 
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20. The cost of the CFS has already been funded by the detection and prevention of fraudulent 
payments and this positive cashflow effect is expected to continue as the role impacts on 
other parts of the council’s operations. In the future it may become apparent that additional 
counter fraud resources are required to continue to have a positive effect on countering 
fraudulent activity. 

Legal implications 

21. The council must comply with all legislative requirements, as set out within the Policy.  
 

22. The council must also ensure that authorisations obtained under the Regulation of 
Investigatory Powers Act 2000 or the Investigatory Powers Act 2016 are appropriately 
logged, maintained and updated on its central register.  
 

23. The Monitoring Officer has a statutory responsibility to advise the council on the legality of its 
decisions and to ensure that the council’s actions do not give rise to illegality or 
maladministration. It is therefore essential for all councillors and all employees to follow the 
council’s policies and procedures to demonstrate that the council is acting in an open and 
transparent manner. 

Risk management 

24. In order for the council to understand the overall fraud risks, the CFS is working closely with 
the South West Audit Partnership (SWAP) to assess these risks both internally, and 
externally across Local Authority boundaries. This assessment is ongoing, with the aim of 
subsequently prioritising further assurance to service areas across the organisation, where it 
is most required. 

25. The Counter Fraud Specialist has already completed accredited CIPFA fraud training and 
raises awareness of the current risks we face and the appropriate mitigation action to put in 
place.  
 

26. The council undertakes a fraud risk assessment against risks and looks ahead for future 
potential fraud and corruption risks. All allegations of fraud and corruption will be risk 
assessed in determining the correct response. The council maintains an independent and 
up-to-date whistleblowing policy, which is monitored, and can show that suspicions have 
been acted upon without internal pressure. Members and staff are aware of the need to 
make appropriate disclosures of gifts, hospitality and business through the mandatory 
training provided. All relevant policies within the organisation are reviewed to ensure that 
fraud procedures are embedded.   

Consultees 

27. None 

Appendices 

Appendix A Counter Fraud and Corruption Strategy 2021-2024 

Background papers 

None identified 


